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Knowledge triple extraction in cybersecurity with
adversarial active learning

LI Tao, GUO Yuanbo, JU Ankang
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Abstract: Aiming at the problem that using pipeline methods for extracting cybersecurity knowledge triples may cause
the errors propagation of entity recognition and did not consider the correlation between entity recognition and relation
extraction, and training triple extraction model lacked labeled corpora, an end-to-end cybersecurity knowledge triple ex-
traction method with adversarial active learning was proposed. For knowledge triple extraction, the conventional entity
recognition and relation extraction were modelled as sequence labeling task through joint labeling strategy firstly. And
then, a BILSTM-LSTM-based model with dynamic attention mechanism was designed to jointly extract entities and rela-
tions, forming triples. Finally, with adversarial learning framework, a discriminator was trained to incrementally select
high-quality samples for labeling, and the performance of the joint extraction model was continuously enhanced by itera-
tive retraining. Experiments show that the proposed joint extraction model outperforms the existing cybersecurity know-
ledge triple extraction methods, and demonstrate the effectiveness of proposed adversarial active learning scheme.
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Team arsenal in 2015 designated [CVE-2015-5119] <2, hasvulnerability-

Since the revelation of an [Adobe Flash Player] . u.s zero day exploit exposed as part of the leaked Hacking Team
arsenal in 2015 designated [CVE-2015-5119] 5 yses-

Since the revelation of an [Adobe Flash Player] .| hasvumerability Zero day exploit exposed as part of the leaked Hacking
Team arsenal in 2015 designated [CVE-2015-5119] ¢ nasvuincrability-

Since the revelation of an [Adobe Flash Player] c; nasvuineravitiy Zero day exploit exposed as part of the leaked Hacking
Team arsenal in 2015 designated [CVE-2015-5119] ¢ nasvulnerability-
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[Apt 28] ¢, m Which we suspect is sponsored by [Russian] c», comes-from government, uses [spear phishing emails] ¢, s to
target its victims by specific topics.

[Apt 28] 1, comes-from Which we suspect is sponsored by [Russian] ¢, comes-from gOvernment, uses [spear phishing emails] to
target its victims by specific topics.

[Apt 28] 1, comes-from Which we suspect is sponsored by [Russian] ¢, comes-from government, uses [spear phishing] emails
to target its victims by specific topics.

[Apt 28] ¢, m Which we suspect is sponsored by [Russian] c», comes-from government, uses [spear phishing emails] ¢, s to
target its victims by specific topics.

w3

Att-PCNN_BIiLSTM

BiLSTM-CRF-Multi_head

Dynamic-att-BiLSTM-LSTM

One identified malware sample ([75193fc10145931ec0788d7c88fc8832] .1, indicatess compiled in March 2014) uses a
password-protected [.7Z] ci, iocated-at t0 deliver the [Etumbot installer] > v, which is most likely contained within [spear
phishing email] ¢ iocated-at-

One identified malware sample ([75193fc10145931ec0788d7c88fc8832] 1, indicatess compiled in March 2014) uses a
password-protected [.7z] to deliver the [Etumbot installer] <, indicawcss Which is most likely contained within [spear
phishing email].
One identified malware sample ([75193fc10145931ec0788d7¢88fc8832] .i, indicatess compiled in March 2014) uses a
password-protected [.7z] to deliver the [Etumbot installer] c indicaess Which is most likely contained within [spear
phishing] email.

One identified malware sample ([75193fc10145931ec0788d7¢88fc8832] i, indicatess compiled in March 2014) uses a
password-protected [.7z] to deliver the [Etumbot installer] > v, Which is most likely contained within [spear phishing

email] ¢, ocated-at-
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